1 VYka3zanus k 3aganuio 1. PazgepTbiBaHue NPUI0KEHUS B
nyoJIM4YHOM 00JIaKe.

Heab: Co3nath U pa3zBepHyTh 00JIaYHOE MPUITOKEHUE.

Kpurepun oneHnBaHus

3apeructpupoBatbes B cucreMe Amazon Web Services

3amyCcTUTh SK3EMIUISIP BUPTYaIbHOW MAIIMHBI, MOKa3aTh BO3MOXKHOCTH YJIaJE€HHOTO
JocTyna/ynpaBieHus

Pa3BepHyTh Ha TecToBOM MammHe cepep LAMP

Pa3BepHyTh Ha TecToBOM MamuHe cepBep WordPress

Ucnonb3ys cepBuckl Amazon S3, AWS Lambda u DynamoDB co3nats 6a30Bblii
CTaTHUYECKH BeO-calT

MeToanuyeckue yKazaHus:

Hauano padotsr ¢ Amazon Elastic Compute Cloud (Amazon EC2) maumnaercs c
3aITycKa, MOJKIIFOUEHHS M MCII0JIb30BaHus dk3eMiuisipa (instance) Linux. Dx3eMruisip —
3TO BHUpTyalbHbI cepBep B oOimake AWS. C momompio Amazon EC2 Bel Moxere
HACTPauBaTh U KOH(PUTYpUPOBATH ONIEPAIIMOHHYIO CUCTEMY U MIPHIIOKEHHS, paboTaroIue
Ha Ballel MallvHE.

DK3eMIUISIp BUPTYyaJbHOM MalllMHBI — 3TO mNojjaepkuBaeMbliii Amazon EBS
sk3eMIuisip. Bel mMoxeTre nub0 ykazaTh 30HY JOCTYHMHOCTH, B KOTOpOMl paboTaeT Barl
AK3eMILIAP, 100 1mo3BoauTh Amazon EC2 BeIOpaTh 30HY JOCTymHOCTH 1t Bac. Kora Bb
3alyCcKaeTe »SK3eMIULSIp, Bbl 3alIUIIAETE €ro, yKa3blBasg Mapy KIYeHd U Tpynmmy
6e3omacHocTH. [Ipu MOIKIIOUEHUN K DK3EMIUIAPY BbI JOKHBI YKa3aTh 3aKPBITHINA KITHOY

Iapbl KJIIFOYEH, KOTOPBIM BBl yKAa3aJIM IPU 3aITyCKE DK3EMIUISIpA.
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1.1 LWae 0. Pecucmpayus 8 AWS

Bcem cTtypneHTam 6binu BbicnaHbl npurnawexHmsa B AWS Educate Classroom
Account no kypcy « Introduction to service-oriented computing» Ha nnaTtdopme
vocareum.com. Kaxxabli, KTO NpoLUen pernctpaumio  nony4dunn goctyn Kk pecypcam AWS
o6wum oobemom B $50. [Ins Mcrnonb3oBaHUS 3TUX PECYpcoB, HEOOGXO0AMMO 3alTun B
nnaTgopmMy vocareum.com ¢ Bawmm e-mail oT cuctemsl edu.susu.ru, BbibpaTb Kracc u
HaxxaTb «<AWS Console».

Your Classroom Account Status

( B Active
W full access S
o~ Y $50
. U
remaining credits (estimated)
@ 0:14
session time

Account Details | AWS Console

1.2 Wae 1. 3anyck aKk3emnssipa

Bbl MOXeTe 3anycTuTb ak3eMnnsap Linux ¢ NoOMoLbio KOHCoNn yrnpaeneHna AWS
Management Console, kak onucaHo ganee. [JononHUTENbHbIE CBEAEHUS O
AOMNONHUTENbHbBIX NapaMeTpax CM. B pasgene 3anyck ak3semnnspa.



https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/launching-instance.html

[ns 3anycka ak3emnnsapa

1. OrtkpounTte koHcornb Amazon EC2 no agpecy
https://console.aws.amazon.com/ec?2/.
2. Ha npnbopHon naHenu koHConu BbibepuTe NyHKT 3anyck ak3emnnapa (Launch

Instance)

Build a solution
Get started with simple wizards and automated workflows.

Launch a virtual machine Build a web app Build using virtual servers
With EC2 With Elastic Beanstalk With Lightsail
2-3 minutes 6 minutes 1-2 minutes
£y @T? -

(s Y
Connect an loT device Start a development project Register a domain
With AWS loT With CodeStar With Route 53
5 minutes 5 minutes 3 minutes

g (o]
Q
4p

» See mare

3. Ha ctpaHuue Choose an Amazon Machine Image (AMI) otobpaxkaeTca Cnncok
OCHOBHbIX KOH(Urypaumi, HasbiBaemblx obpaszamum MmawmH Amazon (Amazon
Machine Images, AMI), koTopble cryaT wabnoHamMm 3K3eMNNApPoOB
BUpPTYyarbHbIX MawuH. Beibepute HVM Bepcnto Amazon Linux 2 n obpatute
BHMMaHMe, 4YTO 3TN 0bOpa3bl NomeYeHbl kak "Free Tier eligible".

Quick Start 11038 of 38 AMIs
My AMIs Amazon Linux 2 AMI (HVM), SSD Volume Type - ami-0b69ea66ff7391e80 (64-bit x86) / ami-09¢61c4850b7465¢ch (64-bit Arm) m
AmazonLinux  Amazon Linux 2 comes with five years support. It provides Linux kernel 4.14 tuned for optimal performance on Amazon EC2, systemd 219, GCC 7.3, N
AL =l Glibe 2.26, Binutils 2.29.1, and lh: latest s‘:;towarepacka jes through extras ’ ’ g @ oabit (x66)
g ' packag 9 O ba-bit (Arm) -
Community AMIs Rootdevice type:ebs  Virtualization type:hvm  ENA Enabled: Yes

Amazon Linux AMI 2018.03.0 (HVM), SSD Volume Type - ami-00eb20669e0990ch4 m

Amazon Linux  The Amazon Linux AMI is an EBS-backed, AWS-supported image. The default image includes AWS command line tools, Python, Ruby, Perl, and Java. The 64-bit (x86)
repositories include Docker, PHF, MySQL, PostgreSQL, and other packages.

OFreetier only (i)

Rootdeviceypeiebs  Vinualizaton type:hvm  ENA Enabled: Yes

Q Red Hat Enterprise Linux 8 (HVM), SSD Volume Type - ami-0c322300a1dd5dc79 (64-bit x86) / ami-03587fa4048e9eb32 (64-bit m
Arm)
y . ‘ ot
e ;
ig Red Hat Enterprise Linux version 8 {(HVM), EBS General Purpose (SSD) Volume Type O 64-bit (Arm)

Rootdevice typezebs  Virtualization type:hwm  ENA Enabled: Yes

4. Ha ctpaHuue Bbi6op Tnna aksemnnspa (Choose an Instance Type) Bbl
MoXeTe BblbpaTb KOHMrypaumo annapaTHoro obecneveHns Ballero
ak3emnnspa. BoibepuTte TUN t2.micro, KOTOPLIN BbIOPaAH MO YMONYaHMIO.
O6paTtunTe BHUMaHWe, YTO AaHHbIN TUMN MHCTaHUMA noaxoauT anst 6ecnnaTHoro

YPOBHSI.


https://console.aws.amazon.com/ec2/

currently selected: t2.micro (Variable ECUs, 1 vCPUs, 2.5 GHz, Intel Xeon Family, 1 GiB memory, EBS only)

Family - Type - vepus (i)~ Memory (GiB) -  Instance Storage (GB) (i) ~ EBS-Optimized Available (i)~
General purpose t2.nano 1 0.5 EBS only
| ) General purpose \ Zmicto \ 1 1 EBS only
General purpose 1 2 EBS only
General purpose 12.medium 2 4 EBS only

5. Bbibepute Review and Launch, 4tobbl MacTep BbINOSIHUI BCE OCTaslbHble

HaCTPOWKM KOHUrypaumm 3a Bac.

6. Ha ctpaHuue Review Instance Launch B pasgene Security Groups Bbl
yBMAWTE, YTO MacTep co3agan v Belbpan rpynny 6e3onacHocTn aons Bac. Bol
MOXEeTe UCMonb3oBaTh 3Ty rpynny 6e3onacHoCTn unu BblbpaTth rpynny
6e3onacHOCTK, KOTOPYHO Bbl CO34aNN NPy HAaCTPOWKE C NMOMOLLLbIO CrieayoLLmnx

LuaroB:
a. BblbepeTte Edit security groups.

Network Performance (i) -

IPvé

b. Ha ctpanuue Configure Security Group, BblbepeTte Select an existing

security group.

c. Bbibepute cBoto rpynny 6e30nacHOCTU U3 criMcka CyLLECTBYIOLLMX rpynmn

B6e3onacHocTn, a 3atem Bblbepute Review and Launch.
7. Ha ctpaHuue Review Instance Launch, BeibepeTte Launch.
8. Korpga nosiBuTcs 3anpoc Ha napy kntoden, solbepeTe Create a new key pair,
BBEOMTE UMA ANd napbl kntoden, a 3atem Bblibepnte Download Key Pair. 91o

€AWNHCTBEHHbIN LWAHC Ans Bac COXpPaHUTb (*)3I7IJ'I 3aKPbITOro Kriko4a, no3TomMy He

3abygbTe ero ckadyatb. CoxpaHute (hann 3akpbITOro Krtoya B 6e3onacHomM
mecTe. Bam Hy>xHO ByaeT ykasbiBaTb MMS BalLel napbl KNoYen npu Kaxxaom
3anycke aK3eMnnsapa 1 COOTBETCTBYHOLLMIA 3aKPbIThIN KINHOY NPU KaXK4oM

NOAKIMKYEHNN K 3K3EMNIIAPY.

Select an existing key pair or create a new key pair

securely SSH into your instance

about removing existing key pairs from a public AMI

A key pair consists of a public key that AWS stores, and a private key file that you store. Together, they
allow you to connect to your instance securely. For Windows AMIs, the private key file is required to
obtain the password used to log into your instance. For Linux AMIs, the private key file allows you to

Note: The selected key pair will be added to the set of keys authorized for this instance. Learn more

|Creale a new key pair

v

_—Key pairname

. |Tu‘tor|a|1

Download Key Pair

You have to download the private key file (*.pem file) before you can continue. Store it
in a secure and accessible location. You will not be able to download the file again
after it's created.

Cancel

X




Kpome Toro, MoXHO MCMNosSib30BaTh paHee Co34aHHY napy Krwodven. [ns atoro
BblbepeTe BapuaHT Choose an existing key pair, 3atem BbibepuTe napy
KINoYen, KOTopyr Bbl CO3aarnu npu HacTpouKe.

BHUMAHMUE!

He Bbibnpante BapuaHT Proceed without a key pair. Ecnu Bbl 3anyckaeTe
ak3emnnsp 6e3 napbl KMNOYEN, TO HE CMOXETE MOAKMIYNTLCS K HEMY.

Korga Bbl 6yaeTe rotoBbl, yCTaHOBUTE (OIIAXXOK NOATBEPXKAEHUS, a 3aTEM
BblbepuTe Launch Instances.

Launch Status

® Yourinstances are now launching
The following instance launches have been initiated: i-054c3c640e790a352  Hide launch log

Creating security groups Successful (sg-0f89d850c55878fab)
Authorizing inbound rules Successful
Initiating launches Successful

Launch initiation complete

9. CrtpaHuua noaTBEPXKAEHUS NO3BOMSET BaM y3HaTb, YTO BaLL 3K3eMNNsAp
3anyckaeTtcs. Boibepute View Instances, 4ToObl 3aKpbiTb CTPaHMLY
NOATBEPXKOEHNS U BEPHYTLCA K KOHCOJMW.

10.Ha akpaHe Instances (Ok3emnnsipbl) MOXHO NMPOCMOTPETb COCTOSIHNE 3anycKa.
3anyck BMpTyanbHOM MallnHbl 3aHMMaeT HEKOTOpoe Bpems. Koraa Bbl
3anyckaeTe 3K3eMnnsap, ero NepBoHavyaribHOE COCTOsIHUE pending (B OXXnaaHuu).
lMocne 3anycka 3K3eMnnap NepexoanT B COCTOSIHME running (MCMOMNHAETCA) U
nonyyaet nybnmnyHoe DNS mnms. (Ecnun ctonbew Public DNS (IPv4) ckpbiT,
BbIbepute Show/Hide Columns ([NokasaTb/ckpbiTb CTONOLbI) (3HA4YOK B hopme
LLIECTEPHM) B NPABOM BEPXHEM Yrfy CTpaHuubl, a 3atem Bblibepute Public DNS
(IPv4).

Q Filter by tags and attributes or search by keyword Q 1tot1of1

~ Instance ID ~ | Instance Type ~ Availability Zone ~ Instance State ~ Status Checks -~ Alarm Status Public DNS (IPv4) ~  IPv4 Public IP

i-054c3c640e790a352  t2.micro us-east-1c @ running & 212 checks None Y&  ec2-34-205-139-98 compute-1.amazonaws.com 34.205.139.98

1.3 Lae 2. lModknroyeHue K IK3eMnsipy eupmyasibHOU MawUHbI

CyLecTBYyeT HeCKOMbKO CnocoboB NoAKMoYeHns K ak3emnnapy Linux.

PaccmoTpum npouecc nogkntoyeHus npy pabote ¢ OC Windows.



Mpu 3anycke Bbl AOMKHbI CreHEPMPOBAaTb U 3arpy3nTb NpMBaTHbIN KMoy (*.pem

dann)

YctaHoBute SSH-knueHT gna Windows Putty

(https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html)

3anyctute PuTTYgen ons koHBepTauun *.pem canna B dpopmat RSA.

Haxmunte “Load”, B nosiBMBLUEMCS OKHE BblbepeTe «Bce cannbi» n oTkponTe

3arpy>eHHbIn *.pem dawnn. Nocne ycnewHon 3arpy3km HaxmuTe “Save private

key”.

Byaet cosgaH chann ¢ pacwmpeHmem *.ppk

E? PuTTY Key Generator ? *

File Key Conversions Help

ey
Public key for pasting into OpenS5H authorized_keys file:

p¥0+R//ASHELAE/HEPUTGTOWORincEgV
+EVb TMI4KvCeCIV

Key fingemprint: sshs.

Key comment: |imported-open55h-key |
Key passphrase: | |
Conrfim passphrase: | |
Actions

Generate a public/private key pair Generate

Load an existing private key file Load

Save the generated key Save public key
Parameters

Type of key to generate:

(®) RSA (O DSA (D ECDSA (O ED25519 () 55H-1 (RSA)
MNumber of bits in a generated key:

OTtkponTe Putty
B nanenun Category BbibepeTe «Session».

B none “Host Name” Heob6xoanmo yKasaTtb
«user_name@public_dns_namey

user_name — 3aBUCUT OT TOro, kakon Tun AMI Bbl Bbibpanu:
* Amazon Linux: ec2-user
+ Centos: centos

Ubuntu AMI: ubuntu.

3anncb

THhna


https://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html

* B gpyrux cnydaax — ckopee Bcero ec2-user nnu root
5. public_dns_name — Bbl HargeTe B Tabnumue npocMoTpa 3anyLeHHbIX UHCTaHCOB

B moem cny4ae, e none “Host Name” 6b110 ykasaHo: ec2-user@ec2-34-205-139-
98.compute-1.amazonaws.com

#2 PuTTY Configuration ? >
Cateaqony:
=~ Session | Basic options for your PuTTY session |
Specify the destination you want to connect ta
Host Name or IP address) Port
[Ec2user@ec?-34-205-133-98 compute- |2 |
Connection type:
- Window (JRaw () Telnet () Rlogin @ 55H () Seral
.gziea.rance Load, save or delete a stored session
- Behaviour
... Tranelation Saved Sessions
- Selection | |
- Colours :
Default Settings
= Connection Load
. Data Save
o
.. Telnet Delete
- Rlogin
- 55H
- Sefial Close window on ext:
(O Mways (O Never (@ Only on clean exit

6. B naHenu Category Bbibepete «Connection->SSH->Auth» n BbibepeTe kno4 B
none «Private key file for authentication», HaxaB “Browse..” wn BblibpaB *.ppk
dhann, KoTopbIn Bbl CO34anu B npunoxeHun PuTTYgen.

7. Haxmute “Open”



E8 PuTTY Configuration ? >

Category:
¢ i Features ~ Options controlling S5H authentication
Window

- Appearance Display pre-authentication banner (SSH-2 only)
.. Behaviour [[] Bypass authentication entirely (SSH-2 anly)
---:;;Tgi?::n Authentication methods
. Colours Attempt authentication using Pageant
2. Connection [] Attempt TIS or CryptoCard auth (S5H-1)
- Data Attempt "keyboardinteractive” auth (SSH-2)
P
T;cll::::t Authentication parameters
- Rlogin [] Allow agent forwarding
=-55H [] Allow attempted changes of usemame in SSH-2
- Kex Private key file for authentication:
- Host keys |C:'-Px‘."'a'5-tesi.ppk Browse...
- Cipher
- Auth
i GSSAPI
- TTY
X1
- Tunnels v g
< >
About Help Qpen Cancel

6. HacnaxpganTecb Balwen BupTyanbHOW MallMHOW B obnake

EP ec2-user@ip-172-31-92-250:~ — O X

[lononHuTenbHbIE CBEAEHUS, a TAKKE NPOLECC NOAKMIOYEHUS K BUPTYanibHOM MalUnHe
Ha 6a3e apyrmux OC cm. B pa3gene [NogknoyeHme k ak3emnnsapy OC Linux

BAXHO!

Bbl He cMOXeTe NOOKNIOYNTLCS K BalleMy 3K3eMNisipy, €CNu Bbl HE 3anyCTUY €ro C
napow Knroyen, ona KOToOpon y Bac eCTb .pem ¢oansi, 1 Bbl 3anyCTUN €ro ¢ rpynnom
6esonacHocTu, KoTopasi paspeLllaeTt goctyn SSH ¢ Bawero komnbtoTepa. Ecnuv Bbl He


https://docs.aws.amazon.com/en_us/AWSEC2/latest/UserGuide/AccessingInstances.html

MOXeTe NOOKITIYMTLCS K BalleMy aK3eMnnspy, obpatntecb 3a NOMOLLbIO MO CCbIfKe
[Nouck n ycTtpaHeHue HeucnpaBHocTen [oaknyYeHne K BalleMy aK3eMnnisapy.

1.4 Lae 3: O4ucmka nocre 3agepweHusi pabomsi 3Kk3emnsipa
(8binonHAMb He 06s13amesibHO, HO He06xXx00UMO 3Hamb)

Mocne Toro, Kak Bbl 3aKOHYMNN pa60Ty C 3K3eMrjidapom BMpTyaﬂbHOVI MalluHbI, Bbl
OOJKHbI O4YNUCTUTbL €ro, 3aBepLunB pa60Ty.

BAXHO!
3aBepLueHne paboTbl C 3KIEMMNNAPOM yaansieT ero; Bbl HE MOXXeTe NOBTOPHO
NOAKIMIOYUTLCS K HEMY NMocne 3aBepLUeHnst paboTbl.

Ecnu BbI 3anycTunn aksemnnap, He Bxoadawmn B coctaB AWS Free Tier, Bbl
nepecTtaHeTe HeCTU pacxofbl, HANpUMep, Kak TOSIbKO CTaTyC 3K3eMnnapa U3MeHUTCs
Ha shutting down UMW terminated. ECNn Bbl XOTUTE OCTaBUTb KOMWUIO HA Bonee No3aHuin
CPOK, HO HEe NNaTUTb 3a Hee, Bbl MOXXETE OCTAaHOBUTbL €€ cenyac, a 3aTeM CHOBa
3anycTuTb No3Xe.

Ons yAarneHus Bawlero 3KkaemMmnrnspa

1. B HaBuraumoHHon naHenu Boibepute Instances (ak3emnnspsbl). Boibepute
HY>KHbI 9K3EMMNIISAP B CMIUCKE.
2. BbibepeTte Actions, Instance State, Terminate.

=1c @ running ST checks .. None

Create Template From Instance
Launch More Like This

Instance Settings Stop

Image Reboot

Networking Terminate

Cloudwatch Monitoring

3. BbibepeTte Yes, Terminate.


https://docs.aws.amazon.com/en_us/AWSEC2/latest/UserGuide/TroubleshootingInstancesConnecting.html

Terminate Instances x

A Warning
On an EBS-backed instance, the default action is for the root EBS volume to be deleted when the
instance is terminated. Storage on any local drives will be lost.

Are you sure you want to terminate these instances?
i-054c3c640e790a352 (ec2-34-205-139-98.compute-1.amazonaws.com)

Amazon EC2 3aBepLunT paboTy Ballero ak3emnnsipa. [Nocne 3aBepLueHus
paboTbl C BaLUMM 3K3EMMMSAPOM OH HEKOTOPOE BpeMs ByaeT BUAEH B KOHCOMM, a
3aTeM 3anucb byaeT yganeHa.

1.5 LWae 4: Hacmpolika eupmyasibHOU MaWwuHbI Onsi 3anycka LAMP-
cepeepa

B pamkax 3To¥ 4acTu mpakTHUEeCKO paboThl BhI yCTaHOBUTE BeO-cepBep Apache ¢
noanepxkor PHP u MariaDB (popx MySQL, pa3paborannbiii cOOOIIIECTBOM) Ha Balll
sk3emiuiAp Amazon Linux 2. Takoif Habop cepBepHBIX MPUIOKEHUI HHOTJa HAa3bIBAETCS
BeO-cepeepoM LAMP unu ctekom LAMP. Bbl MoxkeTe UCHONB30BaTh 3TOT CEpBEp IS
pa3MelleHusl CTaTMYecKoro BeO-cailTa wiau pa3BepTbiBaHusA AuHamuueckoro PHP-
NPUIIOKEHUSI, KOTOPOE CUUTHIBAET U 3alIMChIBAECT MH(OpMAIIIO B 6a3y JaHHBIX.

Ha nanHoM miare mpenroJiaraeTcsi, 4TO Bbl YK€ 3allyCTUJIM HOBBIA SK3EMIUISP
Amazon Linux 2 ¢ my6nuunsim DNS nmenem, noctynusiM u3 Uutepnera. s paboTsl ¢
LAMP-cepBepoM HaM HEOOXOAMMO HACTPOUTH CBOIO TPYMIy OE30MACHOCTH, Pa3peIliuB
nojakmouenne o SSH (mopt 22), HTTP (nmopt 80) u HTTPS (mopt 443). lns storo
HE00X0IUMO:

1. Tlepeitnure B koHconb ympasienus AWS EC2. Dto MoxHO caenatb c
JIOMAIITHETO dKpaHa, HakaB Ha Jorotunt AWS B BepXHeil J1€BOI YacTu dKpaHa.
Bri6epere Tam EC2.

AWS services

Find Services
You can enter names, keywords or acronyms.

Q

¥ Recently visited services

{0} ec2

» All services

10



2. Bribepere ynpasienne Security Groups.

Resources &
You are using the following Amazon EC2 resources in the US East (M. Virginia) region:

1 Running Instances 0 Elastic IPs

0 Dedicated Hosts 0 Snapshots

1 Volumes

Error retrieving resource count
1 Key Pairs 2 Security Groups
0 Placement Groups ' '

Learn more about the latest in AWS Compute from AWS re:invent by viewing the EC2 Videos . -

3. Beibepere Security Group koropas TpuBs3aHa K BalleMy SK3EMIUIIPY
BUPTYaJIbHON MaIluHbl. BHU3Y TOSBUTCS MaHENb, TJC€ BHI MOXETE YKa3aTh
TpeOyeMble MpaBuia 0€30MaCHOCTH.

Q Filter by tags and attributes or search by keyword

Q 1to20f2
Name ~  GroupID ~ Group Name ~| wPCID ~ | Owner ~ | Description
a g h-wizard-1 vpe-cf92fchs 424513427865 launch-wizard-1 created 2019-09-11T17
sg-b326b0e9 default vpe-cf92fch5 424513427865 default VPC security group
g >
Security Group: sg-0afc6d67bch9ab5c1 [N =R =]
Description || Inbound | Outbound = Tags
Edit
Type (i) Protocol (i) Port Range (i) Source (i) Deseription (i)
SSH TCP 22

0.0.0.0/0

4. Tlo ymomuaHWIO, BHUpTyajbHas MallMHA CKOH(QUTYpUpOBaHA Ha MpUEM
coequHennii mo SSH (opt 22) a1 BO3MOYXKHOCTH YAaJICHHOT'O IMOAKITFOUCHUS
u koHpurypupoBanus. Jlns g0o0aBiAeHUS  JAOMOTHUTENBHBIX — TIPABUI
MOJIEPYKKU BXOHBIX MOJKIIOUYCHHM, He0Oxoaumo HakaTh Edit u 100aBUThH
npasuiaa Add Rule s HTTP u HTTPS, mociie vero Haxkath Save.

Edit inbound rules

X
Type (i) Protocol (i) PortRange (i) source (i) Description (i)
SSH v [tce 22 [Custom /| [0.0.0.0/0 | [eg-sSHforAdminDeskiop | €@
{Tcp 80 [Custom  ][0.0.00/0,:/0 | [eg.ssHforAdminDeskiop | @
[Tep 443 [Custom ] [0.0.0.0/0,:/0 | [eg.SSHforAdminDeskiop | @

Add Rule

NOTE: Any edits made on existing rules will result in the edited rule being deleted and a new rule created with the new details. This will cause traffic that depends on
that rule to be dropped for a very brief period of time until the new rule can be created.

coes

5. [Ins mnpoBepKM NPHUMEHEHHBIX IMpPaBUJ, MOXKHO IEpPEHTH B KOHCOJb
yIpaBJICHUS YK3EMIUISIPAMU BUPTYAJIbHBIX MAIlIH, BBIOPATh HHTEPECYIONIYIO

Hac MallvHYy, ¥ B HIDKHEH YacTi HHQOpMaIIMOHHOM TaHe ! B TpyIie Security
11



groups BeiOpath View inbound rules. [lomkHa OTOOpasUThCS IaAHEb,
MOATBEPIKIAFOIIast BO3MOXKHOCTD MOAKII0UeHUs o optam 80, 22 u 443.

Security groups  launch-wizard-1. view inbound rules. view Secondary private IPs
outbound rules

Scheduled events  No scheduled ev

Security Groups associated with i-00b247d972c8902ba

AMIID  amzn2-ami-hvm-

- Ports Protocol Source launch-wizard-1
(ami-0b69ea66i

Platform - 80 tcp 0.0.0.0/0,::/0
&AM role - 22 tcp 0.0.0.0/0

Key pair name  Tutoriall 443 tcp 0.0.0.0/0,::/0

Owner 424513427865

[Tocnie ycTaHOBKM HEOOXOAMMBIX TPABHJI, TIOJIKJIFOUNTECH K Balllel BUPTYyaIbHOU
mamuHe mo SSH.

1.6 LWae 5: YecmaHoeka u 3anyck LAMP-cepsepa

1. YToO6bI y6eqUThCs, YTO BCe BalllM IPOTrPaMMHbIe NTaKeTbl 06HOBJIEHBI, BbINIOJTHUTE
O6bICTpOE 0OHOBJIEHHE TPOTPAaMMHOT0 06eclieueHrs Ha Ballleld BUPTYaJibHOU
MallrHe. ITOT NPOIeCcC MOXKET 3aHATh HECKOJIbKO MUHYT, HO BaXKHO YO€IUThCH,

49TO y BaC €CTb I1ocjieAHHue 0OHOBJIEHHSI 6€301IaCHOCTH U HCIIpAaBJIEHUA OILIMOOK.

l'lapaMeTp —Yy N03BOJIAET YCTAHOBHUTDb 0OHOBJIEHUS 6e3 3anpoca noATBEepPKKAECHHUA.
Ecau Bbl XO0TUTE HN3y4UTb OOGHOBJIEHUS nepen YCTaHOBKOﬁ, Bbl MOXXe€Te OIIYCTUTDb
3Ty OIIHIO.

[ec2-user ~]$ sudo yum update -y

2. YcraHoBurte penosutopuu light-mariadb10.2-php7.2 u php7.2 Amazon Linux
Extras fy1g nosydyeHud nocaeAHux Bepcuu naketos LAMP MariaDB u PHP gua
Amazon Linux 2.

[ec2-user ~]$% sudo amazon-linux-extras install -y lamp-mariadb1@.2-php7.2
php7.2

BAXHO

Eciiv BbI nostyumniv coobuieHre 06 omuobKe sudo: amazon-linux-extras: command
not found, TO Balll 3K3eMILJISIP He ObLI 3anyiieH ¢ Amazon Linux 2 AMI (Bo3MokHO,
BbI UcnoJib3yeTe Amazon Linux AMI). Bel MoxkeTe NpocMOTpeTh CBOIO BEPCUIO

Amazon Linux co cieaywoned KOMaH/0u.

cat /etc/system-release
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Tenepb Bbl MOXKeTe YCTaHOBUTH Beb-cepBep Apache, MariaDB u nakeTbl

nporpaMMHoro obecneueHusi PHP.

Ucnosab3ykTe KoMaHay yum install g1 oqHOBpeMeHHON YCTaHOBKHM HECKOJIbKUX

INaKeTOoB NIPpOrpaMMHOTI0 obecrieyeHHUs U BCeX CBSI3aHHbIX 3aBUCHMOCTEHM.

[ec2-user ~]$ sudo yum install -y httpd mariadb-server

3anyctuTe Beb-cepBep Apache.

[ec2-user ~]$% sudo systemctl start httpd

Ucnonb3yiiTe koMaHay systemctl a5 HacTpoliku Beb-cepBepa Apache Ha 3amyck

IIPU KaXK/J0M 3arpy3Ke CUCTEMBI.

[ec2-user ~]$% sudo systemctl enable httpd

Bbl MoxkeTe npoBepuThb, uTo httpd BKJIIOUEH, BBIOJHUB CIEAYIOLIYI0O KOMaHAY:

[ec2-user ~]$% sudo systemctl is-enabled httpd

Jlo6aBbTe npaBuJo 6e30nacHOCTH, pa3pelatoiiee Bxoasauue HTTP (mopt 80)
COeIMHEeHHUA K BallleMy 3K3eMILJIAPY, €CJIU BbI ellle 3TOr0 He CAeJIaIq.

[IpoBepbTe paboTy Balero Be6-cepBepa. B Be6-6pay3epe BBeUTE MyOJIUIHbBIN
DNS-aapec (uau ny6aundnbii [P-afpec) Balell BUpTyaJbHOW MallWHbL. Eciin B
/var/wwww/html HET COZAEPXKUMOTr0, BbI JJOJDKHbBI YBUIETh TECTOBYIO CTPAHULLY
Apache. Bbl MoxeTe nosiyduTb ny61MuuHbId DNS /17151 Baliero npumepa ¢ noMoubio

KoHcosii Amazon EC2.

Test Page

This page is used to test the proper operation of the Apache HTTP server after it has been installed. If you
can read this page, it means that the Apache HTTP server installed at this site is working properly.

If you are a member of the general public: If you are the website administrator:

The fact that you are seeing this page indicates that You may now add content to the directory /var fuww

the website you just visited is either experiencing /heml/. Note that until you do so, people visiting

problems, or is undergoing routine maintenance. your website will see this page, and not your
content. To prevent this page from ever being used,

If you would like to let the administrators of this follow the instructions in the file /ete/httpd/conf.d

website know that you've seen this page instead of fwelcome.conf.

the page you expected, you should send them

e-mail. In general, mail sent to the name You are free to use the image below on web sites

"webmaster" and directed to the website's domain powered by the Apache HTTP Server:

should reach the appropriate person.

. . . wered by 2.4
For example, if you experienced problems while . APACH

visiting www.example.com, you should send e-mail
o "webmaster@example.com".
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8. Ecusiu Bbl He BUAMTe TeCTOBYIO cTpaHully Apache, ybeuTecsh, 4To UCOIb3yeMas
BaMU rpynna 6e30nacHOCTH COZEepP>KUT NpaBuJIo AJs paspelieHus Tpapprka HTTP
(mopT 80).

CepBep Apache httpd npegocraBssieT ¢paiibl, KOTOpble XpaHATCS B KaTasiore «Apache
document root». B Amazon Linux Apache 3To kaTtasor /var/wwww/html, KOTOpPbIH MO

YMOJIYaHUIO IPUHALJIEXNHUT root.

YTOObI NO3BOJIUTh yYETHOM 3alIUCH ec2-user YNPaBAATH paiaMU B 3TOM KaTaJsore, Bbl
JlOJDKHBI U3MEHUTDb IpaBa COOCTBEHHOCTH U IIpaBa JJ0CTyNa K 3ToOMy KaTaJory. EcTb
MHOTO CII0COO0B BBINOJIHUTB 3Ty 3a/ja4yy. B 3ToM pykoBO/iCTBe MbI J06aBUM
[10JIb30BaTeJId ec2-user TPYIIy apache, YTOOBI JaTh IPaBO COGCTBEHHOCTH IpyIlIie apache

Ha IMPEeKTOPHUIO /var/www U HA3HAYUTb NpaBa 3alMCU A1 3TOM IPYIIIbL.
YcTraHOBKa NpaBWJI JOCTyNa

1. Jlo6aBbTe cBOero noJib3oBaTeis (B JAHHOM CJy4dae ec2-user ) B rpymnmny apache.

[ec2-user ~]$ sudo usermod -a -G apache ec2-user

2. BbIiUTe U3 CUCTEMBI, 3aTEM CHOBA BOU/IUTE B Hee, YTOObI 3a6paTh HOBYIO TPYIINY,
a 3aTeM MPOBepPbTE CBOE YJIEHCTBO.
a. Bbixoj (M0XHO HUCMOJIb30BAaTh KOMaH/y eXit UM 3aKPBITh OKHO

TepMHHaJa):
[ec2-user ~]$% exit

b. YTo6bl IpOoBEepUTh NPUHAAJIEKHOCTD K Ipynine apache, nepenoK/I04UTeCh

K 3K3eMIIJIAPY, a 3aTEM BBIIIOJIHUTE CJIeAYIOIyI0 KOMaHAY:
c. [ec2-user ~]$ groups
ec2-user adm wheel apache systemd-journal

3. H3MeHUTe NPUHAJJIEKHOCTD IPYIIIbI /var/Www U ee coJiep>KMMoro Ha apache
group.

[ec2-user ~]$ sudo chown -R ec2-user:apache /var/www

4. Y1o06bl 06aBUTH paBa Ha 3aMMCh B IPYINY U yCTAHOBUTb UAEHTUPUKATOP
IpyIbI 1S 6yAyIUX 10/1KaTaJ0r0B, U3MEHHUTe NpaBa J0CTyna K KaTaJoraM

/var/Www ¥ ero nojikaTajoros.

[ec2-user ~]$ sudo chmod 2775 /var/www &% find /var/www -type d -exec sudo
chmod 2775 {} \;
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5. UYTo6bI 06aBUTH IpaBa Ha FPYINOBYIO 3alMCh, UBMEHUTE PEKYPCUBHO NpaBa

Jocrtyna K paisaMm /var/Www U ero noJjKaTaaoros.:

[ec2-user ~]$ find /var/www -type f -exec sudo chmod 0664 {} \;

Tenepsb ec2-user (4 Bce 6yAylMe YieHbl rpymbl apache) MoxeT 106aBASATH, yAAIATh U

pesakTUpoBaTh paiibl B KOpHe JJoKyMeHTa Apache, mo3BoJisis BaM J100aBJIAATh

coZlep>KMMoe, HallpuMep, CTaTU4eCKui Be6-callT unu PHP-npunoxeHnue.

1.7 Lae 6: lNpoeepka pabomsi cepsepa LAMP

Ecsu Ball cepBep yCTaHOBJIEH M 3aMyllleH, U Ballli [TpaBa JOCTyna K ¢paijiaM yCTaHOBJIEHbI

IIpaBUJIbHO, Ballla y4€THAA 3allMCb ec2-user AOJI2KHAa UMETb BO3MOXHOCTDb CO3/1dTh PHP

daiin B kaTasore /var/www/htm, JOCTyIIHOM U3 UHTepHeTa.

1. Cozpavite PHP-daiin B kopHe fokyMmeHTa Apache.

[ec2-user ~]$ echo "<?php phpinfo(); ?>" > /var/www/html/phpinfo.php

Ec/iv npy nonbITKe BBIMOJHUTD 3Ty KOMaH/AY Bbl MOJy4UTe OIKMOKY "Permission

denied", monpo6yiTe BLINTH U3 CUCTEMbI U BOUTHU B Hee ellle pa3, YTOObI OJYYUTh

COOTBETCTBYHOIIHME pa3pellieHHUA AJid HACTPOEHHbIX BaMHU I'PYIIII.

2. Beegute URL-aapec TosibKO UTO co3/ilaHHOrO dpailia B Be6-6paysepe. IToT URL-

azipec siBysieTcs ny6anuHbIM DNS-afapecom Baieil BUpTya/ibHOM MalllUMHbI, 3a

KOTOPBIM C/ieJlyeT o6paTHasi uepTa U uMs ¢aiia. Hanpumep

http://my.public.dns.amazonaws.com/phpinfo.php

JokHa nosaBuThcs uHGopmanusa PHP:

Php

Iete/php.d/20-fileinfo.in, Jete/php.d/20-fip.ini, fetc/php.

System Linux ip-172-31-22-15.us-west-2.compute.internal 4.9.62-10.57.amzn2.x86_64 #1 SMP Wed Dec 6 00:07:49 UTC
2017 xB6_64

Build Date Dec 13 2017 03:34:37

Server API Apache 2.0 Handler

Virtual Directory Support disabled

Configuration File (php.ini) Path letc

Loaded Configuration File leteiphp.ini

Scan this dir for additional .ini files letc/php.d

Additional .ini files parsed lete/php.d/20-bz2.ini, fetc/php.d/20-calendar.ini, /ete/php.d/20-ctype.ini, fetc/php.d/20-curl.ini, /etc/php.d/20-exif.ini,

d/20-gettext.ini, /ete/php.d/20-iconv.in, /ete/php.d/20-son.ini,
Ietc/php.di20-mysqind.ini, /etc/php.di20-pdo.ini, etciphp.di20-phar.ini, fetciphp.di20-sockets.ini, fetc/php.di20-
sqlite3.ini, /etc/php.di20-tokenizer.ini, /etc/php.d/30-mysqli.ini, fete/php.di30-pdo_mysal.ini, /etephp.d/30-

pdo_sqlite.ini
PHFP API 20170718
PHP Extension 20170718
Zend Extension 320170718
Zend Extension Build API320170718,NTS
PHP Extension Build API20170718,NTS

BAKHO
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Ecsiv Bbl He BUJMTE 3TOM CTPaHULbl, yOoeauTeCh, 4TO dai
/var/www/html/phpinfo.php ObLJI CO3/jJaH NPAaBUJIbHO Ha NpeAblAyleM 3Tane. Bol
TaKXKe MOXKeTe NPOBEPHUTD, UTO BCe HEOOXO/IUMbIe AKEThI ObIJIM YCTAHOBJIEHBI C

MOMOUIbIO CJIeyIolel KOMaH/bI.

[ec2-user ~]$ sudo yum list installed httpd mariadb-server php-mysqlnd

Ecau OJHH U3 Tpe6YEMbIX [IAaKETOB He YKAa3adH B BbIBO/JidX, YCTAHOBUTE UX C

nomoluibo koMaH/bl sudo yum install package.

3. Ypanute daitn phpinfo.php. X0Ts 3Ta MHPOpPMaLMs MOXKET ObITh MTOJIE3HOM, OHA He

AOJIXKHA IepeaaBaTbCAd B I/IHTepHeT 1o C006pa)KEHI/IHM 06€e30IaCHOCTH.

[ec2-user ~]$ rm /var/www/html/phpinfo.php

Tenepsb y Bac J0/3KeH ObITh MOJTHOCTbI0 PYHKIIMOHAIbHBIA Be6-cepBep LAMP. Eciiu Bbl
JlobaBJisieTe coepKUMOe B KopeHb lokyMeHTa Apache no agpecy /var/www/html, Bbl
JIOJKHBI MMEeTb BO3MOXXHOCTb IPOCMAaTPUBATD 3TO CoZlepKMMoe 1o ny6andyHoMy DNS

ajipecy Ballleli BUPTYyaJIbHOM MalllMHbI.
1.8 LWae 7. Hacmpolka cepeepa 6a3 daHHbIx MariaDB

CranpapTHasa ycTaHOoBKa cepBepa MariaDB nMeeT HecK0JIbKO 0COGeHHOCTEH, KOTOpbIe
OTJIMYHO MOJAXOAAT AJIsl TECTUPOBAHUS U pa3pabOTKU, HO OHU JIOJKHBI ObITh OTKJIHOYEHbI
WJIM yJlaJIeHbl JJis IPOU3BO/ICTBEHHBIX cepBepoB. KoMaHia mysql_secure_installation
NpOBeJIET Bac Yepes Npolecc YCTAHOBKU MapoJis root U y/jajieHrs He3alUIeHHbIX
byHKIMU U3 Ballel ycTaHOBKHU. /laxke ec/iv Bbl He IJIaHUMPYeTe UCI0J1b30BaTh CEPBEP

MariaDB, pekoMeHAyeTCs BBIITOJHUTD 3Ty MPOLELYPY.

1. 3anycrurte cepBep MariaDB.

[ec2-user ~]$ sudo systemctl start mariadb

2. 3anyctute mysql_secure_installation.

[ec2-user ~]$ sudo mysql_secure_installation

a. Korpa nosaBuTCs 3anpoc, BBeAUTE NapPOJib i1 y4eTHOM 3alIUCH root.
i.  BBeguTe Tekymui napoJib root. [lo ymosyaHuo yyeTHasa 3auch root
He UMeeT YCTaHOBJIEHHOr o napoJid. Haxxmure Enter.
ii. BBenuTe Y, YTOOBI yCTAaHOBUTD MMAP0Jib, U [IBAX/1bl BBEIUTE
Ha/le>KHbIW MapOoJib.

b. BBe,ZLI/ITe Y, YTOOBI YAAJIUTb dHOHHUMHBIE Yy9€THbIE 3allMCH MoJib30BaTeJeH.
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c. BBeguTe Y, 4TOOBI OTK/IIOUYHUTD Y/IaJIEHHBINA BXOJ B CUCTEMY.
d. BeeguTeY, 4yT0OBI yAAJUTh TECTOBYIO 6a3y JJaHHBIX.
BBeguTe Y, 4TOOBI epe3arpy3uThb TabJINIbl IPUBUJIETUN U COXPAHUTD
M3MEeHEHHUS.
3. (Heo6ssaTenbHo) Ec/iu Bbl He MJIaHUPYETE UCNOJIL30BaTh cepBep MariaDB cpasy

»Ke, OCTAaHOBUTE ero. Bbl MoxeTe nepe3anyCTuThb €ro, Koraa HOHaﬂO6I/ITCH.

[ec2-user ~]$% sudo systemctl stop mariadb

4. (Heo6s3atenbHo) Ecu Bbl X0TUTE, 4TOOBI cepBep MariaDB 3anyckascsa npu

KaXX,01 3arpy3Ke, BBeJJUTe CAeAYIOLYyI0 KOMaHAY.
[ec2-user ~]$ sudo systemctl enable mariadb

1.9 LWae 8. YemaHoeka phpMyAdmin

phpMyAdmin - 3To Be6-UHCTPYMEHT yIipaBJeHUs 6a3aMU JaHHBIX, KOTOPbIA Bbl MOXKETe
MCII0JIb30BaTh /JIs IPOCMOTpA U peJlakTUpoBaHus 6a3 JaHHbIXx MySQL Ha BaueM
sk3eMiisipe Amzon EC2. He pekoMeHayeTcs ucnosib3oBanue phpMyAdmin ass goctyna
k LAMP cepBepy, eciiv Bbl He BKItoYU/IW noaaepkky SSL/TLS B Be6-cepBepe Apache;
VMHaye NnapoJib a/IMMHUCTpaTOopa 6a3bl JAHHBIX U pYTHe JaHHbIe OyAyT He6e30MacHo
nepezsanbl yepe3s UHTepHeT. PekoMeHanuy o 6e30MacHOCTH OT pa3paboTYMKOB

JIOCTYIHBI 110 cchbliaKe: https://docs.phpmyadmin.net/en/latest/setup.html#securing-your-
phpmyadmin-installation

1. YcraHoBuUTEe HeO6XO,£[I/IMbIe 3aBHUCHUMOCTH

[ec2-user ~]$ sudo yum install php-mbstring -y

2. llepesarpysuTte Apache

[ec2-user ~]$ sudo systemctl restart httpd

3. Ilepesamycturte php-fpm.

[ec2-user ~]$% sudo systemctl restart php-fpm

4. TlepeiiuTe K KOPHIO JOKYMeHTOB Apache /var/www/html.

[ec2-user ~]$% cd /var/www/html

5. BbibepuTe nakeT UCXOJHbIX TEKCTOB [Jig nocyaeHel Bepcur phpMyAdmin Ha

camte https://www.phpmyadmin.net/downloads YTo6b! 3arpy3uts ¢paiu
HEIMOCPE/ICTBEHHO B Ballly BUPTYaIbHYI0 MAllMHY, CKOMUPYHUTE CChIJIKY U BCTaBbTe

ee B KOMaHZy wget, KaK B JaHHOM IIpUMepe:
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[ec2-user html]$ wget https://www.phpmyadmin.net/downloads/phpMyAdmin-Llatest-
all-languages. tar.gz

6. CospmaiiTe KaTasor phpMyAdmin folder u pazapXxuBUpyHTe B HET'O COJIEPKHUMOE

ImaKeTa.

[ec2-user html]$ mkdir phpMyAdmin && tar -xvzf phpMyAdmin-latest-all-
lLanguages.tar.gz -C phpMyAdmin --strip-components 1

7. Ypanute phpMyAdmin-Llatest-all-Llanguages.tar.gz

[ec2-user html]$ rm phpMyAdmin-latest-all-languages.tar.gz

8. (Heo6s3atenbHo) Ecaiu MariaDB cepBep He 3anyl1ieH, 3allyCTUTe ero ceryac

[ec2-user ~]$ sudo systemctl start mariadb

9. B Beb6-6paysepe BBeauTe URL-azpec Baiei yctaHoBkHM phpMyAdmin. 3Tot URL-
aapec saBaseTcs nyoandyHbiM DNS-agpecom (uiu ny6simdHbeIiM [P-agpecom) Baiiero
3K3eMIJISAPa, 32 KOTOPBIM CJelyeT oOpaTHas yepTa U UM Ballero KataJjora

ycTaHoBKU. Hanpumep:

http://my.public.dns.amazonaws.com/phpMyAdmin

Bbl 0/KHBI YBU/IETH CTPaHUIY Bxoza B cucteMy phpMyAdmin:

phpMyAdmin
Welcome to phpMyAdmin

—| Language |

English j

—| Login & |

Username:
root |

Password:

10. Boriaute B cuctemy phpMyAdmin c uMeHeM noJib30BaTeJ sl root U KOpHEBBIM

napoJsieM MySQL, KoTopblil BbI CO3/ja/14 paHee.
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Yto6n1 HacTpouTh phpMyAdmin, Bbl MOKeTe BpDYYHYIO CO3/1aTh

KOHMUTYPALMOHHBIN balJ WX UCII0JIb30BaTh KOHCOJb HACTPOUKHU.

1.10 lWlae 9. 3adaHue Ha camocmosimesibHy pabomy

Ha ocHoBe pa3BepHyTol ycTaHOBKM LAMP npepJjiaraetcsi caMoCTOATENBHO

pa3BepHYTH Ha [10JrOTOBJIEHHOM MalllHe 3K3eMIiAp niatdopmbl WordPress.

2 Pa3BepThiBaHHE CTATHYECKOI0 MPHJIOKEHHUS HA OCHOBE
nacrpymentoB Amazon Web Services

[aHHasa NHCTPYKLUMA NOAroTOB/IEHa HAa OCHOBE MaTepuranos oduumManbHoro caita Amazon Web Services
[JOCTYMHOM no cebiike: https://aws.amazon.com/ru/getting-started/hands-on/build-web-app-s3-
lambda-api-gateway-dynamodb/. s ee peannsaumm sBam HEOBXOAMM aKKayHT C pa3peLleHHbIM
LOCTYyNoOM K cneaytowmm cepsucam AWS:

e Amazon Simple Storage Service (S3)

e AWS Lambda

e APl Gateway

e Amazon DynamoDB

o AWS ldentity and Access Management

B xoZie BbINO/IHEHMSA 3TOrO 334,aHUA Bbl CO343AMTE NPOCTOE MHTEPHET-NPUNOKEHME. A Hauana mbl
co343aAuM cTaTndeckuii Beb-cait Tmna Hello World. 3aTem Bbl y3HaeTe, Kak paclumputb
bYHKUMOHaNbHOCTb Beb-caliTa, 4To6bl HA HEM O0TOHpakKanca Heob6XxoaMMbIA NOIb30BATE/NO TEKCT.

Ha cxeme HWKe HarnagHo NpeacTaB/ieHbl CEPBUCHI, UCMO/Ib3YEMble B JaHHOM 0byyatoLLem Kypce, 1 To,
KaK OHM CcBA3aHbl. Kak BUAHO Ha PUCYHKE HUMKE, B STOM MPUIONKEHWUN UCMOJb3YIOTCA cepBUCbl Amazon
Simple Storage Service (S3), Amazon APl Gateway, AWS Lambda n Amazon DynamoDB.

VWA AWS Cloud
S

B=

Egi

Users

Amazon Simple Storage
Service

)

Amazon AP| Gateway

— N

AWS Identity and Access
Management

AWS Lambda

- @

Amazon DynamoDB
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B npouecce 0byyeHna Mmbl NOAPO6HO 06CYAMM CEPBUCHI U YKAXKEM PECYPCHI, KOTOPbIE NOMOTYT BaM
NO3HAKOMMUTLCA C HUMM NobanKe.

2.1 La2 1. Co30aHue cmamuy4yecko20 eeb-calima

Ha aTom mare mbl HacTpouM cepBuc Amazon Simple Storage Service (S3), 4T06bI
pa3MecTUTb B HEM CTaTHYECKHE PECypchl JJisi CBOEro HMHTEPHET-NPUJIOXKeHUs. B
C/IeAYIOUIMX 1Iarax Mbl J06aBHMM K 3TUM CTPaHHULAM JAMHaMU4YecKue QyHKIHUH, UCTIOTb3Ys
AWS Lambda u Amazon API Gateway a5 Bbi3oBa yaaneHHbix RESTful AP

,HJIH Halero Inpumepa Mbl 6y,£[6M HCIIOJIb30BATb l'Ipe,Z[OCTaB.HeHHbII\/JI CepBrUCOM

Amazon S3 URL-aapec Be6-caiiTa. OH 6yieT yka3aH B popMe:
http://{your-bucket-name}.s3-website.{region}.amazonaws.com

Becb Bam cTaTWyecKWd HWHTepHeT-KOHTeHT, Bkuwodas HTML, CSS, JavaScript,
M300pakeHUsa U Apyrue ¢aibl, 6yAeT XpaHUTbCA B cepBruce Amazon S3. Mbl BbIOpaiu
cepBUC S3, Tak KakKk OH IMpeAOCTaB/seT XpPaHUJMILE OOBEKTOB, B KOTOPOM MOHO
HeNnocpe/JiICTBEHHO XpPaHUThb U U3BJIeKaTb (pailibl. KoHeuHble 0J1b30BaTeNN CMOTYT JIETKO
noJiyyaTb JOCTYyH K BebG-calTy, ucnosib3ys URL-agpec o06bekTa, NpeocTaB/isieMblid

cepBuCOM S3.

Eciu Bac 6ecnokouT, 4yTOo mpupeTcd paboTaTh C TaKUM OOJIbIIMM KOJHUYECTBOM
KOMIIOHEHTOB, He BOJIHYUTech! B 3TOM MoyJie He 6y1yT UCH0JIb30BAThCS APYTUe CEPBUCHI
AWS, a Takxe He MNoTpebyeTcs 3amycKaTb HUKaKue Beb-cepBepbl («cepBep» — 3TO
NporpaMMHO€e WJIM allapaTHOEe yCTPOMCTBO, KOTOpPOe NMPUHMMAaeT 3alpoChbl MO CETHU U

OTB€4YaeT Ha HI/IX), YTOOBI cJesiaTb BeO-calT AOCTYITHbIM.

Ham Be6-caliT OyzaeT kpaiiHe npoctod ctpaHuled Hello World, a B ganbHedmux

MOJYJISIX Mbl 06aBUM Zipyrue GyHKIUU.

151 paboThl 6OJIBIIMHCTBA peabHbIX PUJIOXKEHUN BaM NOTPeOYyeTCs MCI0/Ib30BaTh
M0J1b30BaTeJ/JbCKUM JJOMEH, YTOOBI pa3MeCTUTh CBOM cailT. («[lo/ib30BaTENbCKUUN OMEH» —
3TO yHUKa/JibHOe GUpPMEHHOe UMs, UJeHTUPUIMpYIollee BebO-CalT, HampuMep
www.amazon.com. XoTsl 3TU TeMbl He pacCMaTpPUBAIOTCS B JAaHHOM MOJYyJe, eCJU Bac
WHTEepecyeT UCIO0JIb30BaHUE COOCTBEHHOI'O JOMEHA, Bbl MOXKETE CJIeZJ0BAaTh UHCTPYKIUAM

13 3TOr'0 PyKOBO/ICTBA).

2.1.1 OcHOBHBIC IOHATHHA

Cratuyeckuid BeO6-calT. CTaTUyeCKUH Beb-CalT COJEepPUT (GUKCUPOBAHHBIN

KOHTEHT, B OTJIMYHE OT JMHAMHWYECKHX BebO-canToB. CTaTHYECKHE BeO-CalThl — 3TO CaMbIH
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NpPOCTOM TUI Be6-CaliTOB, KOTOPbIM MPOIIle BCETO CO3/4aTh. Jl0CTaTOYHO CO3/]aTh HECKOJIBKO

ctpanul, HTML 1 ony6siMkoBaTh UX Ha Beb-cepBepe!
Pecypc - 06beKT, C KOTOPBIM MOKHO paboTaTh (Hanpumep, kopauHa Amazon S3).

XpaHuiuIle OGBHEKTOB - apXUTEKTypa XpaHEeHHWs [JaHHbIX Ha KOMIIbIOTEpaX,
KOTOpas yNpaBJjseT JaHHbIMH B BHJE OOBEKTOB, B OTJMYHE OT JPYTUX APXUTEKTYP

XpaHUIUL, TAe JaHHble XPaHATCA B BUZie GaiioB MU OJOKOB.

06BbeKThI S3 - pecypc, KOTOPbIM COJIEPXKUT JIaHHbIE U MeTaJlaHHble (HA0OP JJaHHBIX,
KOTOpbIe ONMUCHIBAIOT APYTUe AaHHbIE U NPEAOCTABASAT MHGOPMALIMIO O HUX) U CBSI3AH C

YHHUKaJIbHBIM KJIIO4Y0M, I/I,ZLGHTI/ICl)I/ILU/IpYIOLLU/IM ero.

Kop3uHna S3 - pecypc, ucnosib3yeMblil JiJisi TPYNIHAPOBAaHUS MHOXeCTBA XPaHUMBIX

00'beKTOB. Ero MMs J10/3KHO ObITh YHHKAJIbHBIM B IJ106a/IbHOM MacliTabe.

URL-agpec o6bekTa S3 - JocTynHblM u3 HMHTepHeTa yHUKa/JbHbIM afpec,

npeAoCcTaB/sieMblid cepBUCOM S3 /1S XpaHSIIErocs B HeM 06'beKTa.

Pernonbl AWS - oTzesbHble reorpadpuyeckre 06s1acty, kotopble AWS ucnosb3yet
JUIs pa3MellleHUsl cBoel MHGpacTpyKTypbl. OHU pacnpejiesieHbl 10 BCEMY MUPY, YTOOBI

KJIMEeHTbl MOIJIM BbIOpaTh OJMKAWIIWK pEeruoH [AJs pa3MelleHUsl CBOell 06J1ayHOU

MHPPACTPYKTYPHI.
2.1.2 Co3nanue Kop3uHbI S3 ¢ NyOJMYHBIM A0CTYIIOM

Wcnonb3ysa ganHble ana goctyna AWS, BorianTte B koHconb Amazon S3.

HaxmuTe cuHioto kHonky Create bucket (Co3gaTtb KOp3uHy).

[ante kop3nHe kakoe-HUByab nms. Bece kop3nHbel Amazon S3, He3aBUCUMMO OT TOro, B KAKOM
aKKayHTe OHW cO34aHbl, UCMOMb3YT OHO U TO Ke NPOCTPAHCTBO MMEH, MO3TOMY 3TO UMS
OOJDKHO ObITb YHMKAIbHbBIM.

BbibepuTte pervoH, B KOTOpom ByaeT pacnonaratbCcs Kop3vHa. Ecnv Bbl ucnonb3yeTe y4ebHbIin
akkayHT AWS Educate, To BbibepeTte «N. Virginia»

CHumute donaxok Block all public access (IMonHocTbio 6rokMpoBaTh Ny6NNYHbBIA 4ocTyn). Tak
Kak Mbl pa3MeLLaeM Ha XOCTUHre Be6-canT, noan AOMKHbI UMETb AOCTYN K HEMY.

YctaHosuTe donaxok Block public access to buckets and objects granted through new public
bucket or access point policies (bnokvpoBaTb NyGrMYHbBIN OCTYN K KOP3UHaM 1 obbekTam,
NpPeAoCTaBIEHHbIV B pamMKax HOBbIX NpaBu st NyGrMYHbIX KOP3UH UK TOYEK JOCTyna).

YctaHosuTe donaxok Block public and cross-account access to buckets and objects through
any public bucket or access point policies (bnoknpoBaTtb NyGrAnMYHbLIN JOCTYN 1 JOCTYN U3
APYrnX akkayHTOB K KOp3nMHam 1 obbekTam no nobbiM npasunam ansa nyonmnyHbIX KOP3nH nnm
TOYek Aoctyna).

YcTtaHoBuTe onaxok, MOATBEPKAAOLLNA, YTO COAEPKMMOE KOP3MHbLI MOXET CTaTb
obwenoctynHbiM. Mbl He Byaem XpaHUTb HUKAKUX KOHMAEHLUNANbHBIX JaHHbIX B 9TOM
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KOP3NHE, NMOCKOJIbKY €€ CoAepPXMMOEe MOXET CTaTb 06UJ,e,EI,OCTyI'IHbIM. BoT kak 9T0 QOMKHO
BbIMNMAQETb:

Bucket settings for Block Public Access

Public access is granted to buckets and objects through access control lists (ACLs), bucket policies, access point policies, or all. In order to
ensure that public access to this bucket and its objects is blocked, turn on Block all public access. These settings apply only to this bucket
and its access points. AWS recommends that you turn on Block all public access, but before applying any of these settings, ensure that your
applications will work correctly without public access. If you require some level of public access to this bucket or objects within, you can
customize the individual settings below to suit your specific storage use cases. Learn more [/}

Block all public access
Turning this setting on is the same as turning on all four settings below. Each of the following settings are independent of one another.

Block public access to buckets and objects granted through new access control lists (ACLs)

S3 will block public access permissions applied to newly added buckets or objects, and prevent the creation of new public access
ACLs for existing buckets and objects. This setting doesn’t change any existing permissions that allow public access to S3 resources
using ACLs.

Block public access to buckets and objects granted through any access control lists (ACLs)
S3 will ignore all ACLs that grant public access to buckets and objects.

Block public access to buckets and objects granted through new public bucket or access point policies
S3 will block new bucket and access point policies that grant public access to buckets and objects. This setting doesn't change any
existing policies that allow public access to S3 resources.

Block public and cross-account access to buckets and objects through any public bucket or access point
policies
S3 will ignore public and cross-account access for buckets or access points with policies that grant public access to buckets and
objects.

e Turning off block all public access might result in this bucket and the objects within becoming public
AWS recommends that you turn on block all public access, unless public access is required for specific and
verified use cases such as static website hosting.

| acknowledge that the current settings might result in this bucket and the
objects within becoming public.

9. Haxxmute cuHioto kHonky Create bucket (Co3gaTb KOp3uHy).

10. B BepxHen 4actu akpaHa OOSMKHO 0TOBpa3nTbCH 3efieHOe OKHO C COOOLLIEHMEM:
Successfully created bucket (KopanHa ycnewHo co3gaHa).

2.1.3 Hacrpoiika KOp3uHBbI 1JIs1 pa3MelleHus1 Bed-caiiTa

Hargnte cBOK HOBYHO KOP3UHY B CMIUCKE HMXKE W LLIENKHUTE ee.
LLlenkHuTe cepyto Bknaaky Properties (ConcTsa).
LWenkHnTe none Static website hosting (Pa3melueHne cratnyeckoro Beb-canra).

LWenkHute nepekntodatens Use this bucket to host a website (Ucnonb3oBathb aTy
KOp3vHY Ans pasmelleHnsa Beb-canTa).

B none Index Document (Ha4anbHbIn gokymeHT) BBeauTe index.html.

B none Error Document ([JokymeHT owimnbkun) BBegute error.html. BoT kak 370 JOMKHO
BbIrMSAO€eTh:
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Static website hosting

Endpoint :

@ Use this bucket to host a website @ Learn more

Index document €»

| index.html l

Error document €

I error.html l

Redirection rules (optional) €

O Redirect requests € Learn more

O Disable website hosting

7. HaxmuTe cuHroro kHonky Save (CoxpaHuTb).
8. Haxxmute cepytro kHornky Overview (O630p).

9. He 3akpbiBasd bpay3ep, OTKpOMTE Ha CBOEM KOMMbIOTEPE YAOOHLIN Ansa Bac
TeKCcToBbI peagakTop. Co3ganTte HOBbINM ddann U BCTaBbTE B HEMO NPUBEAEHHbIN HUXKE
HTML-koga.

<!DOCTYPE html>
<html>
<head>
<meta charset="UTF-8">
<title>Hello World</title>
</head>

<body>

Hello World
</body>
</html>

10. CoxpaHnute dann nog nmeHem index.html.

11. Co3ganTe ewe OANH TEKCTOBbLIN hann 1 BCTaBbTE B HErO CrieayloLlee. ..

<!DOCTYPE html>
<html>
<head>
<meta charset="UTF-8">
<title>Error Page</title>
</head>

<body>
Error Page
</body>



</html>

12. CoxpaHuTe BTOpOM Ghann nog umeHem error.html.
13. MNepengute obpatHo B Bpaysep.
14. Haxxmute cuHioro kHonky Upload (3arpy3auTs).

15. Bbibepute ans 3arpysku cdannel index.html n error.html.

To upload a file larger than 160 GB, use the AWS CLI, AWS SDK, or Amazon S3 REST API. Learn more [4'

error.html
-1340B

index.html
-1360B

0B

Upload

16. HaxxmuTte cuHroro kHorky Next (Janee).

17. B packpbiBatowemMmcs meHto Manage public permissions (YnpasneHue nyonnyHbiMm
paspelleHnammn) Bbibepute nyHKT Grant public read access to this object(s)
(MpepoctaBuTb NYGNUYHBIM 4OCTYN OIS YTeHUs K obbekTtam). ATO Heobxoanmo, 4TobbI
nobon nonb3oBaTeslb MOr OTKPbLITb CalT B CBOEM Bpay3epe, B TOM YUChe U Mbl Npu
TECTUPOBaHUM.

Manage public permissions

Grant public read access to this object(s) v

A This object(s) has public read access.
Everyone in the world will have read access to this object(s).

18. Haxxmute cuHioto kHonky Upload (3arpyauTb) cnesa.

2.14 TecrupoBaHMe CTATHYECKOI0 Bed-caiiTa

LenkHuTe B cnncke nyHKT index.html.
WenkHuTte ccbinky B obnactn Object URL (URL-agpec ob6bekTa).

[omnxkHa 3arpy3nTbcs HoBasl BkNagka Opaysepa, Ha KOTOpoi 0ToOpa3nTcst COOCTBEHHO
6asoBasi Beb-cTpanuuya Hello World.

Mo3gpaensiem, Bbl pa3amecTunn ctatnyeckmin sed-cant!

Cenyac Hawa APXUTEKTYypa BblMmMAAnT Tak:
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AWS Cloud
N—-T

Amazon Simple Storage

Users Service

[Moka 4TO OHa KpanHe NpocTa, Bedb Bbl UCMOMNb3yeM TONbKO cepBuc S3. Mbl ydéeaunuce,
4YTO NOJSIb30BaTENMY MOTYT MOSYYUTb JOCTYN K UHTEPHET-NPUMOXEHUIO, XPaHALLEMYCS B
S3. 3atem mbl co3gaamm dyHkumo AWS Lambda.

2.2 Llae 2. Co30aHue 6eccepsepHOlU pyHKUUU

B aTtom mogyne Bbl HanuweTe HebonbLon Kog Ha s3bike Python koTopbin B
nocrnegyLwmx Moaynsax noHagobutca ans gobasneHnst MHTEPaKTUBHbLIX 3f1EMEHTOB Ha
BaLly Beb6-cTpaHmuy. Mbl Bocnonb3dyemca AWS Lambda, BblYMCANTENBHBIM CEPBUCOM,
KOTOpbIN NO3BONSAET co3gaBaTb 6eccepBepHble pyHKunK. («beccepBepHbie» yHKLNN
AalT BO3MOXHOCTb pa3paboTynKy He 3a4yMblBaTbCH HaA ynpaBneHUeM NporpaMmmMHbIM
1 annapaTHbIM obecnedeHnemM. BMeCcTo 3TOro NpunioXeHnsa pasgensaTcs Ha
KOHKpEeTHble (PYHKLMMU, KOTOPblE MOXHO BbI3blBaTb U MacLiTabupoBaTtb no
OTAENbHOCTU.)

OTn GeccepBepHbie PYHKLNN 3anyCKatoTCs MPU KOHKPETHbLIX COObITUAX, YKa3aHHbIX
BaMu B koge. Kpome Toro, 370 04eHb BbIrOAHbIN CEPBUC, MOCKOSbKY Bbl NIAaTUTE TONbKO
3a konn4yecTBo obpaboTaHHbIX COObITUI, a He 3a BpeMa NpocTos. bonee Toro, Bam He
HY>XHO 3a60TUTbCS 06 ynpasneHun cepsepamm!

B HoBon Bknagke 6paysepa Bongute B KoHcorb AWS Lambda.

Y6enutech, YTO 3HaeTe, AN KaKOro permoHa cosgaete pyHKUMIo. PervioH ykasaH B caMoMm
BEPXY CTPaHMLIbl, PAAOM C UMEHEM aKKayHTa.

HaxmuTte opanxeyto kHonKy Create Function (Co3aatb pyHKUMIO).
B none Function Name (Mwms dyHkuun) BBeante HelloWorldFunction.

B packpbiBatoLemca cnmcke cpeabl ucnonHexHms soidbepute Python 3.8.
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Create function i

Choose one of the following options to create your function.

Author from scratch o Use a blueprint Browse serverless app repository

Start with a simple Hello World example. Build a Lambda application from sample cade and configuratian Deploy a sample Lambda application from the AWS Serverless
presets for common use cases. Application Repository.

- [autN
C—7 i

Basic information

Function name
Enter a name that describes the purpose of your function

HelloworldFunction
Use only letters, numbers, hyphens, or underscores with no spaces.
Runtime Infa
Choose the language to use to write your function.

Python 3.8 v

Permissions info

Lambda will create an execution role with permission to upload logs to Amazon CloudWatch Lags. Yau can canfigure and modify permissions further when you add triggers.

P Choose or create an execution role

6. Haxxmute opaHxeyto kHomky Create Function (CosgaTb pyHKUMIO).

7. B BepXHen YacTu aKpaHa OOSMKHO 0TOBpa3nTbCA OKHO 3eN1eHOro LBeTa c
coobuieHnem: «Successfully created the function» (PyHKuusA ycnewHo co3gaHa).

8. 3ameHnunTe kop B obnactu Function Code (Kog dyHKuun) cnegyowmm:
# import the JSON utility package since we will be working with a JSON object
import json
# define the handler function that the Lambda service will use an entry point
def lambda_handler(event, context):
# extract values from the event object we got from the Lambda service
name = event['firstName'] +' '+ event['lastName']
# return a properly formatted JSON object
return {
'statusCode': 200,
‘body': json.dumps(‘Hello from Lambda, ' + name)
}
9. HaxxmuTe opaHxeByto kHonky Save (CoxpaHuTb) B BEPXHEN YacTy 3KpaHa.

10. JaBanTe npoTecTnpyem Hally HoBYIO pyHKuuto. LenkHuTe cebinky Select a test
event (BbibpaTb TecTOBOE COOLITUE) B BEPXHEN YACTM 3KpaHa.

11. B packpbiBatowemMcs MeHto wernkHuTe cebinky Configure test events (HactpouTs
TecToBble COObITUSA).

12. B none Event Name (Mims cobbiTus) BBeante HelloWorldTestEvent.

13. CkonupyinTte 1 BcTasbTe cnegyowmi o6bekt JSON, 3ameHuB UM 06bekT no

YMOSYaHUIO:

{

"firstName": "Ada",
"lastName": "Lovelace"
¥

14. Haxxmute opaHxeByto KHomKy Create (Co3gaTb) B HYUXXHEWN YacTu CTpaHWLbI.
15. Haxxmute cepytro kHomnky Test (TecTupoBaTb) B BEPXHEN YacTh CTPaHULIbI.
16. B BepxHen YacTu CTpaHULbl 0TOOPasnTCs OKHO CBETNO-3eN1eHOoro LBeTa C
coobuieHnem: «Execution result: succeeded» (Pe3ynbTaT BbINOSIHEHUA: yCNELIHO
BbINOsiIHeHo). Ecnu wenkHyTb cebirnky Details (CBegeHus), MOXHO NpoCMOTpeTh
cobbITMe, KOTOpoe BepHyna PyHKLMUS.
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17. Bce rotoBo! Tenepb y Bac ectb paboTatowasa dpyHkums Lambda.

Mo 3aBepLlleHnn JaHHOro wara Halla apxXuTekTypa 6y,u,e BbIlMA4eTb crieayroumnm

obpasowm:
AWS Cloud
p—

o =

Amazon Simple Storage
Users Service

AWS Lambda

Bbl BuanTe, 4to Mbl gobasunu cepsmuc AWS Lambda, HO OH eLle He NOAKITIOYEH K
XpaHunuiy S3 nnu Hawunm nonb3oBatensam. Mbl 3aiMemMcs 3TMM B CrieyoLLem Liare.

2.3 Llae 3. lNMpuesizka 6eccepeepHOlU hyHKUUU K 8eb-calimy

B atom ware mbl 6yaem ncnonb3oatb Amazon APl Gateway ans cosgaHus RESTful
API, c nomoLbto KOTOPOro MOXHO ByaeT Bbi3biBaTh PYHKUMIO Lambda 13 Beb-knneHTa
(kak npaBuno, ato Be6-6pay3ep nonb3osartens). APl Gateway 6yaet paboTtaTb Kak
NMPOMEXYTOYHbIV YPOBEHb Mexay knneHtom HTML, cosgaHHbiM B Mmoayne 1, 1
BGeccepBepHbIM BHYTPEHHMUM KOMMOHEHTOM, CO34aHHbIM B Moayne 2.

[na peanusauymm 3TOro wara sBam Heob6xoanmo 3HaTb 0 TOM, 4To Takoe CORS.
MexaHn3am CORS (Cross Origin Resource Sharing) ncnonbayet 3aronoskn HTTP,
4YTOOLI Opay3ep paspeLllnn MHTEPHET-NPUITOXKEHNIO BbIMOMNHATLCA B OOHOM UCTOYHUKE
(oomeHe) 1 Mor nonyvaTth AOCTYN K BbIBpaHHLIM pecypcam C cepBepa B ApYyrom
NCTOYHMKE.

2.3.1 Co3ananue nosoro REST API

Bongute B koHconb API Gateway.

HaxmuTte opaHxeByto kHonky Create API (CosgaTb API).

Hangute none REST API n HaxxmnTe B HeM opaHrxeByto kHonky Build (CobpaTb).
B none Choose the protocol (Bei6op npotokona) Beibepute REST.

B none Create new API (Cosgatb HoBbin API) Boibepute New API (Hosbinn API).
B none API name (Wmsa API) BBegute HelloWorldAPI.

Bbi6epute nyHKT Edge optimized (OnNTMn3MpoBaHHbIN A58 nepudepun) B packpbiBatoLLemcs
cnucke Endpoint Type (Tun agpeca). O6paTute BHMMaHWe, 4TO agpeca, ONTUMU3NPOBAHHbIE
Ang nepudepun, nyylle BCero NoAXoAsT ANs reorpaduyeckm pacrnpegeneHHblX KIMeHToB. JTO
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AenaeT UX XopoLnM BapuaHToM Ansi NyGnnYHbIX CEPBUCOB, AOCTYMHbIX Yepe3 MHTepHeT. Kak
npaBuo, permoHarnbHble agpeca Ucnonb3yrTes Ans uHtepdgericos API, 4ocTyn K KOTOpbIM
OCYLLIeCTBISIETCS NPENMMYLLIECTBEHHO M3 OHOrO U TOro e permoHa AWS.

HaxmuTe cuHioto kHorky Create APl (Cosgate API). MNapameTpbl 4OMKHbI BbIFSAETh
NPUMEPHO TakK, KaK Ha crnefyLeM CHUMKE 3KpaHa:

Choose the protocol

Select whether you would like to create a REST API or a WebSocket API.
© REST WebSocket

Create new API

In Amazon API Gateway, a REST API refers to a collection of resources and methods that can be invoked through HTTPS
endpoints.

© New API  Clone from existing API ~ Import from Swagger or Open API 3
Example API

Settings

Choose a friendly name and description for your API.

API name* HelloWorldAPI
Description
Endpoint Type 'Edge optimized j o

* Required Create API

2.3.2 Co3naHue HOBOT'O pecypca U MeToa

B meHto HaBurauum cnesa wenkHmte Resources (Pecypchkl) nog API HelloWorld.

Bbibpas pecypc «/», Haxxmute Create Method (Co3gaTb MeToA) B pacKkpblBatoLLEeMCS
meHto Action ([enctaue).

Bbibepute POST B NnosiBUBLLEMCS pacKpblBatOLLLEMCS CNIUCKE, @ 3aTEM YCTaHOBUTE
doraxok.

Bbibepute 3HaveHme Lambda Function (®PyHkuma Lambda) B kayecTBe Tuna
NHTErpauun.

Beegute HelloWorldFunction B none Function (®yHkums).
HaxxmuTe cuHioto kHorky Save (CoxpaHuTb).

[OomKHO NoABUTBLCA cooOLLEHME O TOM, YTO Bbl NpegocTaBnseTe co3gaBaeMomy
nHTepdgency API paspelleHne Ha Bbi3oB pyHKUMM Lambda. Haxmnte kHonky OK.

Bbibpae co3gaHHbin meTog POST, Haxxmnte Enable CORS (Bkntounte CORS) B
packpbiBatoemcs MeHto Action (Jencreue).
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9. OcrtaBbTe dnaxok POST ycTtaHOBMEHHBIM U HAXXMUTEe CUHIO KHOMKY Enable CORS
and replace existing CORS headers (Bkntounte CORS 1 3aMeHnTb CyLlecTByloLMeE
3aronoskn CORS).

Enable CORS

Gateway Responses for — pepa) T 4XX | DEFAULT 5XX ©
HelloWorldAPI API

Methods @ POST - OPTIONS @

Access-Control-Allow-Methods OPTIONS, POST @
Access-Control-Allow-Headers 'Content-Type,X-Amz-Date,Authorizatio @

Access-Control-Allow-Origin* "' (i}

» Advanced

Enable CORS and replace existing CORS headers

10. [JormKHO NosiBUTLCA COOBLLEHNE C NpeasioKeHneM NoATBEPANTb N3SMEHEHNS
meToaa. Haxmnte cuHioto kKHomky Yes, replace existing values (Ja, 3aMeHuUTb
CyLLEeCTBYOLIME 3HAYEHUS).

Confirm method changes

The following modifications will be made to this resource's methods and will replace any existing values. Are you sure you want to continue?

e Create OPTIONS method

e Add 200 Method Response with Empty Response Model to OPTIONS method

* Add Mock Integration to OPTIONS method

e Add 200 Integration Response to OPTIONS method

o Add Access-Control-Allow-Headers, Access-Control-Allow-Methods, Access-Control-Allow-Origin Method Response Headers to
OPTIONS method

o Add Access-Control-Allow-Headers, Access-Control-Allow-Methods, Access-Control-Allow-Origin Integration Response Header
Mappings to OPTIONS method

o Add Access-Control-Allow-Origin Method Response Header to POST method

¢ Add Access-Control-Allow-Origin Integration Response Header Mapping to POST method

Cancel Yes, replace existing values

2.3.3 Pa3BepTbiBanne u TectupoBanue API
1. B packpbiBatowemcs cnucke Actions (Jencteuna) sbibepute nyHKT Deploy
API (PasBepTbiBaHue API).

2. Bbibepute nyHKT [New Stage] (HoBbIn 3Tan) B packpbiBaoLeMCcs
cnucke Deployment stage (3Tan pa3sepTbiBaHUS).

3. B kadvectBe 3HayeHuda napameTtpa Stage Name (Mms atana) sBeguTe dev.
4. Bbibepute Deploy (Pa3BepHyTb).

5. Ckonupywnte n coxpanute URL-agpec n3 nons Invoke URL (URL-agpec ans
BbI3oBa). OH noTpebyeTtca B moayrne 5.
6. B nesou obnactun HaBuraumm Haxmmute Resources (Pecypchbl).

7. CnpaBa nosiButcsa cnmcok metoaos ans Hawero API. Beibepute metog POST.
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Haxmute maneHbKUm CUHUI 3HAYOK MOJTHUMN.

9. BcraBbTe B none Request Body (TekcT 3anpoca) cnegyoLwmin TeKCT:

n,n

"firstName":"Grace",

n,n

"lastName" : "Hopper"

}

5. Haxxmute cuHioto KHonky Test (TectupoBaTb).
6. C npaBou CTOPOHbI JOMKEH 0ToBpasnTbca oTBeT ¢ kogom 200.
7. O1nuyHo! Ml cospanu u npotectuposBanu AP| onga Bel3oBa Hawen yHKUUn

Lambda.

LLar 3 3aBepLueH. MpuLuno Bpems NpoBepUTb Hally apXUTEKTYPY:

AWS Cloud
~—F

Amazon Simple Storage

Users Service

Amazon APl Gateway AWS Lambda

Mol pobasunn APl Gateway n nogknouunnm ero K cywiectsytowien pyHkuum Lambda.
Tenepb Mbl MOXEM aKTUBMPOBaTb HaLly OYHKLUUIO C nomoLlbto BeizoBa API. Mkl no-

NpeXXHeMYy He MOXEeM coBepLlaTb 3TOT BbI30B U3 Hawero Beb-knueHTa. CHavyana mbl
AobaBum Hally Tabnuuy AaHHbIX Ha ware 4, a 3aTemM CoegMHMM BCE KOMMOHEHTbI Ha
ware 5.

2.4 Lae 4. Co30aHue mabnuybl 0aHHbIX

B atom mogyne mbl co3gagnm Tabnuuy Ans XpaHeHust AaHHbIX ¢ NOMOLLb0 Amazon
DynamoDB. DynamoDB — 370 cepBuC 6a3 gaHHbIX TUNA «KMY-3HAYEeHNE», NOITOMY
HaM He HY>XHO co3faBaTb CxeMy 4515 CBOUX AaHHbIX. OH obecnevmBaeT CTabunbHyto
paboTy B NobbIX MacwTtabax, n Npu ero Mcnonb3oBaHun He TpebyeTca ynpaBnaTb
HUKaKUMK cepBepamu.

Kpome T0ro, mbl 6yaem ncnonb3oBatb cepsuc AWS ldentity and Access Management
(IAM), 4TOObI Be30MacHO NpeaoCcTaBnNATb HAWKMM cepBucamMm Heobxoanmblie
paspeLLeHns ans B3aMmoaencTsnsa apyr ¢ Apyrom. B 4acTHOCTU, Mbl paspeLumnm
dyHKuMn Lambda, cosgaHHOM Ha ware 2, 3anucbiBaTb JaHHbIE B HOBYHO Tabnmuy
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DynamoDB, ncnons3sys nonutuky |AM. [Ina atoro mbl Bocnons3yemcs naketom SDK
AWS (Python, JavaScript unu Java) ns Hawen gyHkummn Lambda.

2.4.1 Co3panne Tab6aunsl Amazon DynamoDB

Bongute B koHconb Amazon DynamoDB.

Y6enuTech, YTO 3HAETE, OIS KaKoro permoHa cosgaete PyHKUMI. PErnoH ykasaH B cCamoM BEPXY
CTpaHuUbl, pAOOM C UMEHEM aKkKayHTa.

HaxmuTe cuHioto kHorky Create table (CosgaTb Tabnuuy).

B none Table name (Mma Tabnuupl) BBeanTe HelloWorldDatabase.
B none Primary Key (MepBuyHbIv KntoY) BBeauTe id.

HaxxmuTe cuHtoto kHonky Create (Co3gatb).

Ckonupynte 3HadyeHne Amazon Resource Name (ARN) ansa tabnuvubl ¢ npaeson naHenu (oHo
notpebyeTcsa No3xe B 3TOM Moayne).

2.4.1 Co3nanne nosutuku |AM u ee nodaBiaenne k pynkuu Lambda

Tenepb, korga y Hac ectb Tabnuua, gaBante nameHum gyHkumto Lambda, 4To6bl B HEE MOXHO
ObIno 3anucbiBaTh AaHHble. B Hosom okHe Gpaysepa oTkponTe koHconb AWS Lambda.

LLlenkHnTe pyHKUMIO, CO3A4aHHYI0 B Mogyse 2 (ecnv Bbl UCMOMb30BaNyu Hawm NpuMepbl, OHa
O6ynet HasbiBaTbcs HelloWorldFunction).

Mbl 6yaem 0obaBnsaTb paspelleHms K yHKUUK, 4Tobbl OHa MOrfia UCnonb3oBaTb CEPBUC
DynamoDB, ¢ nomoLubto cepmca AWS ldentity and Access Management (IAM).

OTtkpowTe Bknagky Permissions (Pa3peleHus).

B none Execution role (Ponb Anga BbINOMHEHWSA) WENKHUTE HYXHYIO porb. OTKpoeTcsa HoBas
BKnagka bpaysepa.

Haxmute Add inline policy (JJo6aBnTb BCTPOEHHYIO NONUTKKY) cnpasa oT nonga Permissions
policies (MonuTtnkn paspeLleHnn).

OtkpowTte Bknagky «JSON».

BctaBbTe crneaytowyo nonntuky B obnactu tekcta, 3ameHns ARN Tabnuubl B none Resource
(Pecypc) B cTpoke 15:
{
"Version": "2012-10-17",
"Statement"”: [
{
"Sid": "VisualEditore",
"Effect": "Allow",
"Action": [
"dynamodb:PutItem",
"dynamodb:DeleteItem",
"dynamodb:GetItem",
"dynamodb:Scan",
"dynamodb:Query",
"dynamodb :UpdateItem"

1s
"Resource": "YOUR-TABLE-ARN"
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}
9. OTa nonuTMKa paspeLumnT Hawen pyHKuum Lambda cuntbiBaTh, peaaktnpoBaTtb U

yAansiTb aNeMeHTbl, HO TOMbKO B CO34aHHON HamMu Tabnuue.

10. HaxxmuTte cuHioro kHonky Review Policy ([pocmoTpeTb Nonutuky).
11. B none Name (Mwms) seeante HelloWorldDynamoPolicy.

12. Haxxmute cuHioto kHornky Create Policy (CosgaTtb NonnTHKy).

13. Tenepb Bbl MOXeTE 3aKpbITb 3Ty BKNaaKy 6pay3epa n BEpHYTbCS Ha BKNagky
dyHKumm Lambda.

2.4.2 Hsmenenue pynxuuu Lambda nas 3anucu B Tadmuny DynamoDB

OtkponTte Bknagky Configuration (Hactpowka).
3ameHuTe Ko OyHKUMU CneayowmM KOgOM:

# import the json utility package since we will be working with a JSON object
import json

# import the AWS SDK (for Python the package name is boto3)

import boto3

# import two packages to help us with dates and date formatting

from time import gmtime, strftime

# create a DynamoDB object using the AWS SDK

dynamodb = boto3.resource('dynamodb")

# use the DynamoDB object to select our table

table = dynamodb.Table('HelloWorldDatabase")

# store the current time in a human readable format in a variable
now = strftime("%a, %d %b %Y %H:%M:%S +0000", gmtime())

# define the handler function that the Lambda service will use as an entry point
def lambda_handler(event, context):
# extract values from the event object we got from the Lambda service and store in
a variable
name = event['firstName'] +' '+ event['lastName']
# write name and time to the DynamoDB table using the object we instantiated and
save response in a variable
response = table.put_item(
Item={
'ID': name,
'LatestGreetingTime' :now
})
# return a properly formatted JSON object
return {
'statusCode': 200,
"body': json.dumps('Hello from Lambda,

+ name)

}

3. HaxxmuTe opanxeByto KHOMKy Save (CoxpaHuTb) B BEPXHEN YaCTu 3KpaHa.

2.4.3 TecrupoBaHue U3MeHeHHUIi



1.
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HaxmuTe 6enyto kHonky Test (TecTtupoBaTb).

HomxHo nosBuTbCa coobeHne Execution result: succeeded (Pe3ynbTaT BbINONHEHUS:
yCneLwHo) Ha 3erneHoM hoHe.

Ecnu BbinonHeHne Tecta nponcxoguT ¢ oMBKOKM, TO NpoBepbTE coBnagaeT Nn ums
NMepBMYHOrO KNkoYa, KOTOPOE Bbl yKasanu npu co3gannm tabnuubl (n. 5 pasgena 2.4.1) n
TO MMS, YTO yKasaHo B koge Lambda-yHkuun (cTpoka 22). imeHa gormkHbl coBnagaTb
C TOYHOCTbIO [0 pernctpa. Ecnu oHn He coBnagaroT, BHECUTE KOPPEKTUPOBKU B KOZ,
Lambda-cyHKumu.

Ha Hoeol Bknagke 6paysepa oTkponTe KoHconb DynamoDB.

LenkHuTe anemeHT Tables (Tabnwuubl) Ha NaHenu HaBuraummn cnesa.
Bbi6epute Tabnuuy HelloWorldDatabase, co3gaHHyto paHee B 3TOM mogyne.
OrtkponTe Bknagky ltems (3nemeHTbl) crnpasa.

Ha Hen JomkHbI 0OTOGpaXKaTbCs ANeMeHTbl, COOTBETCTBYIOLWME TecTy. Ecnun Bbl ncnonb3osanu
HaLuM NpMMepbIl, TO A0IMKEH OTOOpaxaTbes ngeHtudmkatop anemeHta «Ada Lovelace».

Mpwn kaxxgom BbiNonHeHnn pyHkunmn Lambda tabnuua DynamoDB 6yget obHoBnsaTbesA. Ecnn
NCNONb3YyeTCsl TAaKOE XXe UMS, UIBMEHUTCA TONMbKO OTMETKA BPEMEHM.

Tenepb, koraa war 4 3aBeplUeH, AaBaiiTe paCCMOTPUM Hally TEKYLLYI apXUTEKTYpY:

AWy AWS Cloud
p—

AWS Identity and Access
Management

\
N

AWS Lambda

Amazon Simple Storage

Users Service

Amazon API Gateway Amazon DynamoDB

B aTtom mogyne mbl gobasunu gea cepsuca: DynamoDB (ans xpaHeHusa gaHHbix) n IAM
(ans 6esonacHoro ynpaeneHusa paspeleHusamm). Oba cepBuca NOLKMOYEHbI K HaLlen
dyHKumMn Lambda, 4ToObl OHa Morna BbINOMHATL 3anuUch B Hawen 6ase AaHHbIX.
Octanca nocnegHun war — gobasneHue koga ans sobizoBa APl Gateway B KMMEHT.

2.5 Llae 5. JobasneHue uHMepakMueHbIX 3JIeMeHMoe8 Ha eeb-calim

B pamkax aToro wara mbl 0GHOBMM CTaTU4eCKMA Be6-CalT, CO34aHHbIN Ha wware 1,
4TO6bI MOXXHO 6bINO BbI3bIBaTh UHTEPdeic REST API, koTopbIi Mbl co3ganu Ha
ware 3. 3T0 AacT BO3MOXHOCTb OTObpaXkaTb Ha canTe TEeKCT, KOTOPbI BBOANUT
nonb3oBaTenb.
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2.5.1 Oounosiaenue HTML-¢aiina, coxpaneHHoro B cepBuce S3

1. OTkpownTte hann index.html, koTopbI Bbl co3ganu B mogyre 1.

2. 3amMeHnTEe NMEILLMIACA B HEM KOZ, CrieayoLLUM:
<!DOCTYPE html>

<html>
<head>

<meta charset="UTF-8">
<title>Hello World</title>
<!-- Add some CSS to change client UI -->

<style>
body {

background-color: #232F3E;

}

label, button {

color: #FF9900;

font-family: Arial, Helvetica, sans-serif;
font-size: 20px;

margin-left: 40px;

input {

</style>
<script>

parameters

}

color: #232F3E;

font-family: Arial, Helvetica, sans-serif;
font-size: 20px;

margin-left: 20px;

}

// define the callAPI function that takes a first name and last name as

var callAPI = (firstName,lastName)=>{

// instantiate a headers object

var myHeaders = new Headers();

// add content type header to object

myHeaders.append("Content-Type", "application/json");

// using built in JSON utility package turn object to string and store

in a variable

var raw = JSON.stringify({"firstName":firstName, "lastName":lastName});
// create a JSON object with parameters for API call and store in a

variable
var requestOptions = {
method: 'POST',
headers: myHeaders,
body: raw,
redirect: 'follow'’
¥
// make API call with parameters and use promises to get response
fetch("YOUR-API-INVOKE-URL", requestOptions)
.then(response => response.text())
.then(result => alert(JSON.parse(result).body))
.catch(error => console.log('error', error));
}
</script>
</head>
<body>
<form>

<label>First Name :</label>
<input type="text" id="fName">
<label>Last Name :</label>
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<input type="text" id="1Name">

<l-- set button onClick method to call function we defined passing input
values as parameters -->

<button type="button"
onclick="callAPI(document.getElementById('fName').value,document.getElementById("1l
Name').value)">Call API</button>

</form>

</body>
</html>
3. Ybeautecsb, uto B cTpoky 41 nobasneH URL Bbizosa API (13 moayns 3).
MPUMEYAHWE. Ecnn y Bac HeT URL Bawwero API, ero MOXXHO NOCMOTpPETb B KOHCOMU

APl Gateway, BbibpaB HyHbIn API, a 3aTem wenkHyB naHenb Stages (3tanbl).
. CoxpaHuTte chann.

. OTkponTe koHconb S3.

4

5

6. LlenkHnTe kop3nHy, co3gaHHyo B moayrne 1.

7. Haxxmute cuHioo kHonky Upload (3arpy3nTb).

8. Haxmute cuHioo kHonky Add Files (Job6asutb dannbl).
9. Bbibepute o6HOBRNEHHLINM dhann index.html.

10. Haxkmute cuHioto kHonky Next (Janee).

11. B packpbiBatowemcs cnmcke Manage public permissions (YnpaBnenune nyonnyHbimm
paspelueHnamu) Bbibepute nyHKT Grant public read access to this object(s)

I DeJOCTaBUTb I ONNYHBIN OOCTYNn And 4YteHnAa K obbekTam).
Manage public permissions

Grant public read access to this object(s)

A This object(s) has public read access.
Everyone in the world will have read access to this object(s).

12. Haxxmute cuHioto kHonky Upload (3arpyaunTs) (cnesa).

2.5.2 TecrupoBaHue 0OHOBJIEHHOTO BeO-KJIMEHTA

WenkHnTte dann index.html.

Hangute B HMXHeN YacTn akpaHa ctpoky Object URL v wenkHuTe ee.

Bale o6GHOBrEHHOE UHTEPHET-NPUIOXEHNE OOMKHO 3arpy3nTbcs B bpaysepe.
Beeaute ceoe nmsa (unv nobon apyron TekcT) u Haxmute kHorky Call API (Beizos API).
[ormxHo oTo6pasnTtbes npmuBetcTeue «Hello from Lambda» 1 BBegeHHbI Bamu TEKCT.

Mo3gpaensem, Tenepb y Bac ecTb paboTarowmi Beb-cant B cepauce S3, KOTOPbIN
MOXeT BbI3blBaTb pyHKUMIO Lambda yepes API Gateway!

lMocne BbINOMHEHNSA BCEX LLAroB BbICTPOEHHAA HaMK apxuTekTypa byaet nmeTtb
crneaywoLwmm sma,.

35


https://console.aws.amazon.com/apigateway/main/
https://console.aws.amazon.com/apigateway/main/
https://console.aws.amazon.com/s3/home

E\WAY AWS Cloud
p—

Amazon Simple Storage AWS Identity and Access
Users Service Management

| \
N

Amazon API Gateway AWS Lambda Amazon DynamoDB

Bce cepBucbl AWS, koTopble Mbl HACTPOUK, MOryT Be3onacHo obMeHnBaTbLCA
AaHHbIMY Apyr ¢ ApyroMm. Ecnun nonb3oBaTenb HaXUMaeT Kakyto-HUbyab KHOMKY B
HTML-knueHTe, nponcxoant obpatleHne K Hawemy API, KOTopbI Bbi3biBaeT OYHKLINIO
Lambda. 3Tta dyHkumsa Lambda nponssogumT 3anmch B 6a3y AaHHbIX U OTNpaBnsieT
OTBETHOe coobLeHne KNMeHTy nocpeacrteom wni3a APl Gateway. Bcemu
paspelueHnamm ynpasnset IAM.
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